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Ward off traditional security permissions and effectively secure your Linux systems with SELinux

About This Book

Leverage SELinux to improve the secure state of your Linux system●

A clear approach to adopting SELinux within your organization●

Essential skills and techniques to help further your system administration career●

Who This Book Is For

This book is for Linux administrators who want to control the secure state of their systems. It's packed with
the latest information on SELinux operations and administrative procedures so you'll be able to further
harden your system through mandatory access control (MAC) – a security strategy that has been shaping
Linux security for years.

What You Will Learn

Analyze SELinux events and selectively enable or disable SELinux enforcement●

Manage Linux users and associate them with the right role and permission set●

Secure network communications through SELinux access controls●

Tune the full service flexibility by dynamically assigning resource labels●

Handle SELinux access patterns enforced through the system●

Query the SELinux policy in depth●

In Detail

Do you have the crucial job of protecting your private and company systems from malicious attacks and
undefined application behavior? Are you looking to secure your Linux systems with improved access
controls? Look no further, intrepid administrator! This book will show you how to enhance your system's
secure state across Linux distributions, helping you keep application vulnerabilities at bay.

This book covers the core SELinux concepts and shows you how to leverage SELinux to improve the
protection measures of a Linux system. You will learn the SELinux fundamentals and all of SELinux's
configuration handles including conditional policies, constraints, policy types, and audit capabilities. These
topics are paired with genuine examples of situations and issues you may come across as an administrator. In
addition, you will learn how to further harden the virtualization offering of both libvirt (sVirt) and Docker
through SELinux.

By the end of the book you will know how SELinux works and how you can tune it to meet your needs.



Style and approach

This book offers a complete overview of SELinux administration and how it integrates with other
components on a Linux system. It covers the majority of SELinux features with a mix of real life scenarios,
descriptions, and examples. This book contains everything an administrator needs to customize SELinux.
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From reader reviews:

John King:

Book is written, printed, or illustrated for everything. You can know everything you want by a book. Book
has a different type. As it is known to us that book is important issue to bring us around the world. Alongside
that you can your reading ability was fluently. A reserve SELinux System Administration - Second Edition
will make you to possibly be smarter. You can feel a lot more confidence if you can know about almost
everything. But some of you think this open or reading some sort of book make you bored. It is not make you
fun. Why they are often thought like that? Have you seeking best book or appropriate book with you?

Melinda Anderson:

In this time globalization it is important to someone to find information. The information will make anyone
to understand the condition of the world. The healthiness of the world makes the information better to share.
You can find a lot of sources to get information example: internet, paper, book, and soon. You will see that
now, a lot of publisher in which print many kinds of book. Typically the book that recommended to your
account is SELinux System Administration - Second Edition this book consist a lot of the information of the
condition of this world now. This specific book was represented just how can the world has grown up. The
words styles that writer use to explain it is easy to understand. Often the writer made some exploration when
he makes this book. That's why this book acceptable all of you.

Matthew Sewell:

That e-book can make you to feel relax. This particular book SELinux System Administration - Second
Edition was multi-colored and of course has pictures around. As we know that book SELinux System
Administration - Second Edition has many kinds or type. Start from kids until young adults. For example
Naruto or Private investigator Conan you can read and feel that you are the character on there. Therefore ,
not at all of book are generally make you bored, any it offers you feel happy, fun and loosen up. Try to
choose the best book to suit your needs and try to like reading this.

Jackie Frost:

Reading a guide make you to get more knowledge from it. You can take knowledge and information from a
book. Book is written or printed or outlined from each source that will filled update of news. With this
modern era like now, many ways to get information are available for an individual. From media social such
as newspaper, magazines, science guide, encyclopedia, reference book, fresh and comic. You can add your
understanding by that book. Are you ready to spend your spare time to spread out your book? Or just
searching for the SELinux System Administration - Second Edition when you necessary it?
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