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Key Features

A straightforward guide to address the roadblocks face when doing mobile forensics●

Simplify mobile forensics using the right mix of methods, techniques, and tools●

Get valuable advice to put you in the mindset of a forensic professional, regardless of your career level or●

experience

Book Description

Investigating digital media is impossible without forensic tools. Dealing with complex forensic problems
requires the use of dedicated tools, and even more importantly, the right strategies. In this book, you’ll learn
strategies and methods to deal with information stored on smartphones and tablets and see how to put the
right tools to work.

We begin by helping you understand the concept of mobile devices as a source of valuable evidence.
Throughout this book, you will explore strategies and "plays" and decide when to use each technique. We
cover important techniques such as seizing techniques to shield the device, and acquisition techniques
including physical acquisition (via a USB connection), logical acquisition via data backups, over-the-air
acquisition. We also explore cloud analysis, evidence discovery and data analysis, tools for mobile forensics,
and tools to help you discover and analyze evidence.

By the end of the book, you will have a better understanding of the tools and methods used to deal with the
challenges of acquiring, preserving, and extracting evidence stored on smartphones, tablets, and the cloud.

What you will learn

Understand the challenges of mobile forensics●

Grasp how to properly deal with digital evidence●

Explore the types of evidence available on iOS, Android, Windows, and BlackBerry mobile devices●

Know what forensic outcome to expect under given circumstances●

Deduce when and how to apply physical, logical, over-the-air, or low-level (advanced) acquisition methods●

Get in-depth knowledge of the different acquisition methods for all major mobile platforms●

Discover important mobile acquisition tools and techniques for all of the major platforms●

About the Author

Oleg Afonin is a researcher and an expert in digital forensics. He is a frequent speaker at industry-known
conferences such as CEIC, HTCIA, FT-Day, TechnoForensics, and others. Oleg has co-authored multiple
publications on IT security and mobile forensics. With years of experience in the digital forensics and
security domain, Oleg has led forensic training courses for law enforcement departments in multiple
countries.Here are some of the articles written by him-
https://articles.forensicfocus.com/author/belkasoft/ https://eforensicsmag.com/acquiring-windows-pcs/

Vladimir Katalov is the CEO, co-founder, and co-owner of ElcomSoft Co.Ltd. Vladimir manages all the



technical research and product development in the company. He regularly presents at various events and runs
security and computer forensics training for computer investigative committees and other law enforcement
organizations in multiple countries.

You can find his profile at - http://nullcon.net/website/goa-14/speakers/vladimir-katalov.php
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From reader reviews:

Deborah Hayes:

Have you spare time for the day? What do you do when you have far more or little spare time? That's why,
you can choose the suitable activity regarding spend your time. Any person spent their spare time to take a
move, shopping, or went to typically the Mall. How about open or read a book allowed Mobile Forensics:
Advanced Investigative Strategies? Maybe it is for being best activity for you. You understand beside you
can spend your time along with your favorite's book, you can cleverer than before. Do you agree with their
opinion or you have various other opinion?

Travis Berry:

The book Mobile Forensics: Advanced Investigative Strategies will bring one to the new experience of
reading any book. The author style to clarify the idea is very unique. Should you try to find new book you
just read, this book very suitable to you. The book Mobile Forensics: Advanced Investigative Strategies is
much recommended to you to learn. You can also get the e-book from the official web site, so you can
quickly to read the book.

Marie Slaughter:

The reserve with title Mobile Forensics: Advanced Investigative Strategies includes a lot of information that
you can study it. You can get a lot of profit after read this book. This kind of book exist new expertise the
information that exist in this reserve represented the condition of the world now. That is important to yo7u to
know how the improvement of the world. This specific book will bring you with new era of the syndication.
You can read the e-book on the smart phone, so you can read the item anywhere you want.

Nancy Brown:

A number of people said that they feel weary when they reading a reserve. They are directly felt the item
when they get a half areas of the book. You can choose the book Mobile Forensics: Advanced Investigative
Strategies to make your personal reading is interesting. Your current skill of reading skill is developing when
you like reading. Try to choose simple book to make you enjoy to see it and mingle the feeling about book
and examining especially. It is to be very first opinion for you to like to start a book and go through it.
Beside that the book Mobile Forensics: Advanced Investigative Strategies can to be your friend when you're
feel alone and confuse using what must you're doing of the time.
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